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Computer Worm Hits Iran Power Plant
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Stuxnet 'hit' Iran nuclear plans

© 22 November 2010 | Technology

The Stuxnet worm might be partly
responsible for delays in Iran's nuclear
programme, says a former UN nuclear
inspections official.

S

Olli Heinonen, deputy director at the UN's
nuclear watchdog until August, said the
virus might be behind Iran's problems
with uranium enrichment.

Iran has always denied that Stuxnet has
caused delays to its nuclear power plans

Discovered in June, Stuxnet is the first
worm to target control systems found in
industrial plants.

Iran has denied that delays to its nuclear plans were caused by Stuxnet.
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‘The technology industry s being rattled by a quiet and
sophisticated malicious software program that has infiltrated
factory computers.

Cyber attack 'targeted Iran'
Malicious software discovered on systems around
world could have been designed to target Bushehr
reactor, experts say.
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‘The malware, known as Stuxnet, was discovered by Vi
Belarussian computer security company in July, at least s
‘months after its creation.

Security experts say Stuxnet attacked the software in specialized
industrial control equipment made by Siemens by exploiting a
previously unknown hole in the Windows operating system.
‘The malware is the first such attack on critical industrial
infrastructure that sits at the foundation of modern economies.

Tt also displays an array of novel tactics — like an ability to steal
design documents or even sabotage equipment in a factory — that
suggest its creators are much more sophisticated than hackers
whose work has been seen before. The malware casts a spotlight on
several security weaknesses.
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English Site > World > Cyber Threats > Mossad's Miracle Weapon: Stuxnet Virus Opens New Era of Cyber War

Mossad's Miracle Weapon: Stuxnet Virus Opens New Era of Cyber
War

By Holger Stark

The Mossad, Israel's foreign intelligence agency, attacked the Iranian nuclear program with a highly
sophisticated computer virus called Stuxnet. The first digital weapon of geopolitical importance, it could
change the way wars are fought -- and it will not be the last attack of its kind.
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The complex on a hill near an interchange on the highway from Tel Aviv
to Haifa is known in Israel simply as "The Hill." The site, as big as several
soccer fields, is sealed off from the outside world with high walls and
barbed wire -- a modern fortress that symbolizes Israel's fight for
survival in the Middle East. As the headquarters of Israel's foreign
intelligence agency, the Mossad, this fortress is strictly off-limits to
politicians and journalists alike. Ordinarily, it is the Mossad that makes
house calls, and not the other way around.
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The Stuxnet outbreak

A worm in the centrifuge

An unusually sophisticated cyber-weapon is mysterious but important

@) Timekeeper  [FIERY {197

Sep 30th 2010 | From the print edition

IT SOUNDS like the plot of an airport thriller or a James Bond film. A crack team of
experts, assembled by a shadowy government agency, develops a cyber-weapon
designed to shut down a rogue country's nuclear programme. The software uses
previously unknown tricks to worm its way into industrial control systems undetected,
searching for a particular configuration that matches its target—at which point it wreaks
havoc by reprogramming the system, closing valves and shutting down pipelines.
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How Ukraine and Russia are rewriting the rules of cyber war - BBC News .
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How important is cyber warfare in the Russia-Ukraine conflict?
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ACCESS GRANTEU

== Forces News

We evaluate what cyber attacks by both Russia and Ukraine have told us about the strate NEWS

Industroyer2: How Ukraine avoided another blackout
Ukraine war: A virtual testing ground for cyber-warfa atta c k
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) Al Jazeera English @
A Black Hat 2022 session explained how the latest attack on Ukraine's energy grid

Experts say the war in Ukraine has become a virtual testing ground for,
was thwarted this spring, thanks to quick responses and timely sharing of threat data.
The Subpostmasters m
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€KTIB KpUTUHOT IH(DPACTPIIE e hiHLMAEHTIB BUPOCHa MaiiXKe BTPUYi — 3BiT

Ka6iHeT MiHicTpiB YKpaiHU yXBanus rnocra
npo PeecTp 06’

\ _/ OepMaBHa cnysb6a
crnewuianbHOro 3e'A3KY Ta 3aXUCTY

iHchopmauii ¥Ykpainu OepaBHa cnyM6a

cneuianbHOro 3e'A3KY Ta 3aXUCTY
S

CucremMaTU4HICTb Ta IHTEHCUBHICTb POCINCbK , |
KibepaTak NMULUAETBCA BUCOKOIO = 3BIT SR EEs i Ay M oKy YKDATHCBKMX
pP>XaBHUX iHpopMaUiMHUX pecypciB

W/, HepxasHa cnymoa
cnewuianbHOro 3B'A3KY Ta 3aXUCTY [epmasHa cnym6a

iHbopmauii YkpaiHu creujianbHoOro 38'A3KY Ta 3aXUCTY
iHthopmauii YkpaiHum




3 Kn4oBi gpanBepu Kioepoesnekun ACY TI1
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OT Ta IT 36nnxyroTbcs 3N0BMUCHNKMN MalOTh ACY TI € nerkoro MilleHHI0
BUCOKY MOTMBaUito

* YHicpikauis nnatgopm - TeononitTnyHa arpecis * HepocTtatHin 3axuct
 PosBuToK BipTyanisauil + ®iHaHcoBa Buroga nepumeTpy |
. (Nnporpamu-Bumaradi) * Cnabka abo BiACYTHs

36NMXEHHS IHPPaCTPYKTYpP
36inbLUeHa NOBEPXHS aTaku

» CepnosHi BTpatn (imigx) SEETEIE

N * Jltoacbkum gpakTop
* |geonoriyHi npuynHn

O6wmiH 3arposamu :
* |b y sapogkoBomy cTaHi

e XaKTuBI3M



Yomy Kibep3axuct HE € yHiBepcanbHUM?

IT 6e3neka
CtaHpapTHI NPOTOKOSIM Ha OCHOBI IP
(Hanpuknag, TCP/IP, HTTP)

HenepenbayvyBaHa nosegiHka
(noaw)

AKTNBHE CKaHyBaHHA
OK

CxBantorTbCA perynspHi BUNpaBieHHA Ta
oHoBrneHHs OC

OT 6e3neka

CTaHgapTHi Ta BNacHi NpOMUCOBI NPOTOKOMMN
(Hanpuknag, GE SRTP, Siemens S7, IEC)

[MepenbayyBaHa noseaiHka
(MawwnHa-maLwmnHa)

AKTUBHE CKaHyBaHHA NMpmn3BoAnTb A0 NPOCTOH

BunpasneHHs cnpuynHAe npocTol, a oHoBreHHS OC
3MYLLYIOTb Nepe3anncyBaTtu gogatku SCADA



NMpobnema 1:

Ak BigcnigkoByBaTu BCI
3arposn B NpoOMUCIIOBIN
MepeXi, | pearysaTu go TOro,
SIK BOHM HAHECYTb LLKoay?
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YyacTtb B 6e3neui HanbdinbLKUX opraHi3zayin cBiTy

9i3Ton 20
Hadta Ta ras
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Ximis
EnekTpoeHepreTuka
BupobHMUTBO
BuoobysaHHs
HadpTta Ta ras
dapmaueBTUKa

[opoeHepreTuka

AeponopTu
ABTOMOGiNbHa NPOMUCHOBICTb
ABTOMaTKM3auis éyaisenb

MpoayKkTn xapyyBaHHS Ta
po3apibHa TopriBns

—p JloricTuka

Po3ymHi micTa

lNepeBe3eHHs



BUOAUMICTb

LLlo € y BaLwlin mepexi Ta K BOHO npautoe

€, DESKTOP-68EBAFU

0216857142 MAC address:
Operating system:

* BuaBneHHAa akTuBIB Ta Bidyanisauiga mepexi

BUABJIEHHA

Kibepsarpoau, pu3nku Ta aHomanii gns
LLBMAOLLOIO pearyBaHHS

@ @ @ @2 @2 @2 @2 @ @ @ @ @ @ o o

+ OuiHKka Bpas3nuBOCTI Ta MOHITOPUHI PU3UKIB
* BusBneHHs aHomanin i 3arpos




Guardian Biga Nozomi Networks

LleHTpanizoBaHa 6e3neka Ta suaumicte OT Ta loT ans Bcix caunTiB Visibility

lpeHTUdiIKaLia BusBneHHA akTUBIB i Bisyanisauia Mepexi

e OuiHka OuiHKa Bpa3nUBOCTi Ta MOHITOPUHI PU3UKIB

N BusaBneHHs BuaBneHHs aHomManiu i 3arpos

SCALE ASSESS

PearyBaHHs IHcbopMmauinHi naHeni Ta IHCTPYMEHTHU
8 ANS WBUAKOro po3crnigyBaHHA iHUMWAOEHTIB
MacwTtabyBaHHA YHicpikoBaHa 6e3neka ana tucay

posnop,ineHMx TO4YOK



[Mpuknaa po3ropTaHHA

_ LEVEL 5 . Corporate Global SiEM Security v/ noGanbHa LeHTpanbHa KOHCONb
Enterprise IT Networks and Worgfa(::':rtmes %I: Servers Nozomi CMC Operation Center KepyBaHHS ans 360py crosilleHs i
Data Centers

iHcbopmalLii Npo akTUBM, L0 HAAXOAATb i3

D@I:I Pi3HMX TOYOK, PO3MOBCIOAXKEHUX MO BCbOMY

CBITY.

]

LEVEL 4 I |
F DNS, AV, DC, Historian, Patch Local . )
Site [T Networks Remote Access Servers E@ Nozomi Site IT % S't? I v/ JlokanbHa LeHTpanbHa KOHCONb
CcMmC SRR — VUL KepyBaHHA Ansi €AUHOTO nepernsay KOXHOT
él\m 3 TOHOK
LEVEL 3 and LEVEL 3.5 _’ ST piewal El:j Site Production
Site Operations Control and * wiehes ) Control Systems )
ICS-Demilitarized Zone (DMZ) Core Switches ‘|_ v/ Mpuctpin Guardian cepenHboro / BUCokoro
Guardian PiBHS ANA KOHTPOSIO 3B'A3KY, LLO NPOXOAUTH
Yepes knoYoBi komyTaTopu Ta DMZ
Arc Arc Arc

LEVEL 2 Line Operator 0y B Line Operator I Line Operator
Area Supervisory Control /Engineering EI;’\;I I ;r" /Engineering QD E = /Engineering ED %g
Workstations Workstations Workstations
v/ Hesenukwuit/cepeaHin npucTpin

> Line Guardian (MoxXnuBwit i 3axuLLeHNit

Switches dopmdakTop) ANs MOHITOPUHTY
3B'A3Ky Ha PiBHI 2

Guardian Guardian Remote Collector

¢/ KonekTop ans signaneHoro
LEVEL 1 PLCs/ PLCs/ PLCs/ po3sTallyBaHHs
Control Network RTUs I I I RTUs - - - RTUs i I I
RN RN RN ST
LEVEL 0 Sensors / Py Sensors / &~ Sensors / P v En:z;:? ia:iKTMBH
Field Network Actuators [O) Actuators @ 9 Actuators [0 SHalfTe L ond il
» ) L=l S NPUCTPOIB MOXHa
BU3HAYUTYW NLie nicns
LINE #1 LINE #2 REMOTE LINE #3

nepernsay Tononorii
Mepexi, Lo po3rnagaeTbes



NMpuknag apxiTekTypu po3ropTaHHA B €HepreTUuYHi
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Global
Nozomi CMC
soc ="
System Emergency :
Control Control
Center Center
Engineering :
Operator Stations Station Printer :
Local :
Substation Management © %
WAN — Console :
SR & l l l :
- M v LU /SPAN —
Redundant I} o @)
Communication
Gateways Redundant Guardian
qund Switches :
Station = ! 5
Computers L— L'__‘J :
IEC 61850-8-1
Ethernet « — |~~~ [~~~ Ethernet =~ [|-~ "~~~ [~~~ — i H
Ring ] Ring | : <
|
! Mirror /SPAN
Redundant 1 _ {T/f/|_— __ Redundant _ {f/f)|- o I L erkeean 63
Switches Switches -
Guardian
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Unit

Bay
Control [CJ+

Remote /O

Remote I/O

Remote I/O

Bay Control &

Bay Control &
Protection Unit

Bay Control &
Protection Unit

Protection Unit

Security Management LAN

iHppacTpyKTYypI



SUBSCRIPTIONS

oks Asset
‘ Intelligence

T Threat
Intelligence

ADD-ONs

@ Smart
Polling
Remote

Collectors

Arc
<~ Sensor

Nozomi Networks lNMopTdonio pilueHb

\¥ Vantage

Central Management Console
APPLIANCE

Asset

Discovery

Guardian
SENSOR

Risk
Monitoring

Network Vulnerability
Visualization Assessment

Nozomi Networks Analytics

Anomaly
and Threat

Detection

INTEGRATIONS

IT Integrations

(l

[eeyvee]
OT Integrations
Lreresd

C@) OpenAPI

I:T_’ Protocol SDK



NMpobnema 2:

Ak 6e3neyHo nepenaBaTu
OaHi 3 MPOMUCNOBOI MepeXi
He NOopYLUYHYN 3011407
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[MlpobnemaTtunka 6esnekn OT

IHTErPALUIA IT/OT — MEPEBAI'A TA PU3UKU

MOHITOPHUHI" OBJIATHAHHS BUPOBHUKA

MMPOMMUCIIOBI XMAPHI CEPBICH >

BUIUMICTH OT ITPOLIECIB

<

ITPOI'PAMU=-BUMAT'AYI

DOS ATAKH

BIPYCH-LHIN®PYBAJTBHUKHN

HenpunHATHI pU3unkn

XMapHe Nigkno4veHHs 30inbluye AOCTYMHICTb
[Mob6oroBaHHA Npo Be3neky Ta 3axnct obnagHaHHs
[MapameTpn oOMeXeHb KOHTPOMO TEXHIYHUX 3MiH
@i3nyHi Hacnigkn KoMnpomMeHTauii
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BisHec noTpebun

[MporHo3He o6CcnyroByBaHHA Ta aHaniTMKa BENUKNUX AaHUX

Hoea aBTomaTtusauisa sugnmocTi B OT

BignosigHicTb nporpami 6e3nekun nignpuemMmcraea

MigpBuweHa epeKTUBHICTb Ta ANHAMIYHICTb




KomnaHia WATERFALL

' 3acHoBaHa B 2007 /
' Mpoaaxi Ta BNpoBaaKEeHHS /
' Global Installed Base /
' [onioBHUKM opic B I3paini /

' Bci Buan KpuTmMYHOI iHpacTpyKTypu /

CI'IIBI'IpaLI,FI 3 rnob6anbHUMK napTHe aMu

' 3apeecTposaHi nateHTn B CLLIA / ‘ a ‘ ‘

ENEKTPOEHEPIETUKA AEPOMOPTU HA®TA TA Ar3 TIAPOEHEPTETUKA 3ATNI3HWYHI  BUPOBHULITBO
CMONYYEHHA
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OpHoHanpasneHun wno3 WATERFALL

MoaynbHuu, NpoayktnBHUN, MHyyYKkun
* Hynb BHYTPILLHIX NepexpecHnx 3'eaHaHb — HadinHa Ta
cepTucpikoBaHa OgHOCMNPSAMOBaHa TEXHiKa

*  QIi3nYHO po3aineHi NPOMUCIIOBI Ta KOPNOPaTUBHI
KOMMOHEHTH

* DIN-penka ta goopm-chaktopm 1U 3 ogHaKoBor
MOTYXHICTIO Ta (PYHKLIOHAMNbBHICTIO

| [ WATERFALL f WATERFALL

* [loaBivHi oXxepena XXMBMEHHS Ha KOXHi CTOPOHI
BiANpaBreHHs Ta NPUNMaHHS

WEF-500 Standard

({ WATERFALL

TX =) RX

FU VAT ERFALL

omyikHi onyii — ¢popm-
¢gpakmopu s 6yOb-sIKUX B
nompeb

1U Rack Mount

DIN Rail



[MOPT®OJIO WATERFALL SEC

Waterfall for IDS:

Waterfall FLIP:

PeBepcurBHa ogHoCnpsiMoBaHa TEXHOMOriS Ta BigganeHumn
[ocTyn

Remote Screen View: ,
Besne4yHa BigganeHa niaTpuMka ogHOCMPSMOBaHMX 3axXULLEHNX MepeX

Secure Bypass:
[MnaHoBa Ta ekcTpeHa NiaTpuMKa NepcoHanom Ha Micui

Unidirectional CloudConnect:
Beaneka onga xmapHux cepsicis

Waterfall BlackBox:
BesneyHe cxoBuLLe XypHanis

(I WATERFALL



Kibep3arpo3u T BUKNNKK ANsi eHepreTM4yHoro
CEeKTOpYy iCHyBaTUMYTb 3aBXAu

...........
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BusaBneHHs Kpagikku
obnikoBux gaHunx

ABTOMaTu3auis Po3yMiHHSA
iHBeHTapu3auii Bpa3nMBoCTEN

BupiweHHs OT/loT
KibepiHUnaeHTIiB

KPUTUYHY MEpPEeXy
Ha goi3NYHOMY PiBHi.
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YBAI'Y



